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ABSTRACT
We live in an era in which our physical and cyber environments are becoming increasingly intertwined and smarter due to the advent of pervasive sensing, wireless communications, computing and control technologies. Alongside, the availability of wireless sensors, Internet of Things (IoT), and smart devices (smartphones) are empowering humans with fine-grained information and opinion gathering via mobile crowdsensing about events of interest, resulting in actionable inferences and decisions. This synergy has led to cyber-physical-human (CPH) convergence in what is called smart living environments (smart homes, smart cities, smart grid, smart transportation, smart manufacturing, smart health, smart agriculture), the goal of which is to improve quality of life. However, CPH and IoT systems pose significant challenges due to complexity, scale, heterogeneity, resource limitations, human behavior, security and privacy, dependability and trust issues. This talk will highlight unique research challenges in smart living, followed by novel frameworks and models for secure and trustworthy CPH and IoT systems, based on a rich set of theoretical and practical design principles, such as AI, machine learning, data analytics, uncertainty reasoning, information theory, prospect theory, reputation and incentive models. Case studies with real-world data from applications in smart energy, smart transportation and smart health will be presented. The talk will be concluded with directions of future research.
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